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Abstract

The notion of contracts has been used since the beginning of humankind. Technological
advances and the globalization have increased the use of contracts in electronic transactions.
Therefore, the verification of contracts has become extremely important to guarantee proper-
ties and agreements. This work proposes an approach to represent appropriately multi-party
contracts in order to identify involved parties and also to automatically verify properties.
Keywords – Formal Verification; e-Contract; Relativized Deontic Logic.

1 Introduction

The concept of contracts has become essential to define commitments due to the growth of transac-
tions involving people and companies using technological advances to support them. A contract is
comprised by clauses that describes business rules among parties of a transaction. Thus the notion
of contract defines obligations, prohibitions, and permissions over the contract’s parties. We can
classify contracts in three main groups: unilateral, when only a single party assumes responsibilities;
bilateral, when responsibilities are upon two parties; and multilateral, or multi-party contract, when
several parties assume responsibilities on the contract [8].

Conflicts among parties in a contract may arise due the combination of some rules, mainly in
multi-party contracts, where several parties are involved. Furthermore, an ambiguous description
can result in inconsistencies, especially when such descriptions are given in natural language. The
aforementioned disagreements and inconsistencies may lead a contract to misunderstandings among
parties and breaches on it as well. Problems of this nature can be avoided or mitigated by using a
more precise representation for contracts based on formalisms. Appropriate formalisms to represent
contracts allow for automatic verification, monitoring and execution of these contracts. A contract
elaboration can also be conducted using the concept of electronic contracts [3], based on formal
models and with computational support during the negotiation process. Among the most placed
formalisms to represent electronic contracts we can find the modal logic [2], the temporal logics [9],
the deontic logic [6], and the dynamic logic [4].

A more precise description of contracts guarantees more reliability in their interpretations. How-
ever, a contract formally described is not enough to avoid any problem inasmuch as inconsistencies
can be added in the specification process following the real world information. Therefore, the au-
tomatic verification of contracts becomes essential to avoid conflict detection only at running the
contract.

Several studies on formal electronic contract verification have been proposed in the literature.
These approaches, in general, aim to guarantee certain properties on the contracts or to detect
undesired properties, such as deadlocks, and unnecessary or conflicting clauses. A conflict in a
contract can be characterized by contradictory clauses which, in turn, can incur in incoherent rules.



In the process of a contract negotiation a conflict can be detected and it can be solved before the
contract is effectively executed.

The formal language CL [10], based on deontic [6] and dynamic [4] logics, is one of the formalisms
able to express clauses of contracts. A conflict detection method for contracts described in CL
has been proposed by Fenech [3]. However, the representation based on CL and that detection
approach deal only with conflicts in bilateral contracts. Herrestad and Krogh [5] have extended the
standard deontic logic to individually identify parties in a contract. But, we have no knowledge
about conflict detection mechanisms for this extension. This paper proposes a representation of
multi-party contracts based on the extended CL and an automatic conflict detection strategy on
contracts of this nature.

This work is organized as follows. Section 2 describes the related work. A conflict detection
method for multi-party contracts is described in Section 3. In Section 4 a simple example is presented
using our proposal. Finally, Section 5 gives some conclusions and future directions.

2 Related Work

An approach for detecting conflicts on the contracts described by CL [10], based on the standard
deontic logic [11], has been proposed by Fenech [3]. According to Fenech, particular responsibilities
upon a certain action can not be identified in the contract. In contrast, Herrestad and Krogh [5] have
presented an extension of the standard deontic logic, the relativized deontic logic, to individually
identify the contract’s parties. The relativized deontic logic personalizes the deontic operators,
allowing for more complex sceneries counting on several parties to be precisely described by the
formalism. However, there is no extension to supports the remaining aspects of CL, just on the
standard deontic logic.

Properties in bilateral contracts are, in general, simpler than properties presented in multi-party
contracts, where multiple parties are involved. There are many difficulties to deal with multi-
party contracts, specially aspects related to the contract representation [5] and the identification of
responsible party for a certain violation [13]. Therefore, conflict detection in multi-party contracts
becomes more complex and requires the identification of the involved parties in order to previously
detect a conflict emerged.

The present work extends that method proposed by Fenech [3] by adding the conflict verifica-
tion in multi-party contracts based on the relativized deontic logic, as proposed by Herrestad and
Krogh [5], and introduced in the CL. Figure 1 shows the relationship among logics applied to spec-
ify electronic contracts, the conflict detection technique present in the literature, and the proposed
method. Logics are represented by ellipses and the rectangle indicate the conflict detection method
for bilateral contracts. The rounded rectangles indicate the proposed work along with the CL rel-
ativization and the conflict detection mechanism for multi-party contracts. Logics and techniques
that have been already proposed in the literature are indicated by directed arrows. On the other
hand, dashed arrows indicate the direction to our proposal.

3 Multi-party conflict detection

The conflict detection for bilateral contracts proposed by Fenech [3] follows two main steps: the
automaton construction to represent the contract described in CL; and the conflict detection algo-
rithm. This work extends this classical mechanism to support the analysis of multi-party contracts,
where the individual identification among parties is deemed important in the conflict detection pro-
cess. The extension of our proposal achieves both aspects: the CL contract representation; and the
conflict detection algorithm on the automaton that captures the extension.

Firstly, a multi-party conflict detection process requires an appropriate formalism in order to be
able to represent several parties as well as their relationships. Conflicts in contracts of this nature
must be interpreted differently of the original work [3]. Rules to perform actions in a contract,
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Figure 1: The proposal architecture.

generally, rely on specific parties, not globally as does the classical approach. Thus, our extension
comprises the following steps:

1. extends the CL syntax to support the relativization concept;

2. defines the semantics for CL operators according to proposed modifications;

3. modifies the automaton construction algorithm based on the extended semantics;

4. adapts the conflict detection algorithm.

3.1 Extension of CL syntax

According to Herrestad and Krogh [5], the deontic logic operators are relativized to encompass
specific identifications, i.e., individuals in a contract. Besides the global operator, as defined in the
standard deontic logic, a particular individual associated to an operator can be identified when an
action is performed, or both sender and receiver of an action can be identified. In contrast, the
classical CL is based on deontic and dynamic logics, along with the notion of penalties over the
obligations and prohibitions. An amendment needs to be run when one of the deontic operators is
violated in the contract.

We extend the dynamic operators of the CL using the notion of relativization [5]. Let C be a
contract, where I is the set of individuals in the contract C, D = {O,P, F} is the set of deontic
modal operators, R = {g, i, i y j | i, j ∈ I} defines all kinds of possible relativizations, and α is
an action associated to the operator d, with d ∈ D. For instance, gd(α) indicates that the action α
must be performed by all individuals of I associated to the deontic operator d. On the other hand,

id(α) indicates that the action α, associated to d, must be performed by i ∈ I. Finally, iyjd(α) says
that the action α associated to operator d must be performed by i and received by j. For the sake of
simplicity, we omit the symbol g, which represents a global operator, in the CL relativized syntax.
Now considering dynamic operators, g[α]C indicates that after action α is performed, a contract
C takes place. The relativized dynamic operator i[α]C denotes that C is valid if the individual i
performs α. Lastly, iyj [α]C indicates that C takes place if i performs α to j.

The relativized CL syntax is described according to the grammar of Figure 2. Then a contract
C can be derived by obligations, CO, permissions, CP , prohibitions, CF , and dynamic operators, CD.
The logical operators such as conjunction, ∧, to join two clauses, exclusive disjunction, ⊕, applied
specifically on obligations and prohibitions, and disjunction, ∨, used for special cases between a
prohibition and a dynamic operator, are applied according to the conventional definition. Moreover,
the deontic operators of obligation and prohibition are followed by penalty mechanisms in case of
a violation. For instance, the penalty C takes place if the individual i does not performs α in the
formula iOC(α).
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C ::= CO | CP | CF | C ∧ C | CD | > |⊥
CO ::= OC(α) | iOC(α) | iyjOC(α) | CO ⊕ CO
CP ::= P (α) | iP (α) | iyjP (α) | CP ⊕ CP
CF ::= FC(α) | iFC(α) | iyjFC(α) | CF ∨ CDCF
CD ::= [β]C | i[β]C | iyj [β]C
α ::= 0 | 1 | a | α× α | α · α | α+ α

β ::= 0 | 1 | a | β × β | β · β | β + β | β | β∗

Figure 2: Relativized CL Grammar

To ease the notation in the relativized CL grammar, actions associated to deontic operators are
represented by α and actions associated to dynamic operators are denoted by β. These actions may
be compound by several operators. The choice between two actions is represented by operator +,
the concurrent execution of actions is represented by ×, and the execution priority between actions
is given by ·, as well as the special actions 0 and 1 to represent, respectively, the contract violation
and the execution of any action. A dynamic operator also allows the iterative execution ∗ of a
certain action, as well as the negation of an action α, which means that any other action may be
performed instead of α.

In CL language, the exclusive disjunction ⊕ is introduced to avoid some deontic paradoxes [10]
and has the same meaning as in propositional logic. However, its behavior must be analyzed case-
by-base.

Operator ⊕ may also raise some paradoxical problems despite of being irrelevant in a permission,
since its execution is optional. Take the formula iyjOiyjF (α)(0)⊕iyj OiyjP (β)(0), where the action
0 represents a violation. Thus, the penalties of both obligations take place under the influence of
the exclusive disjunction, resulting in iyjF (α)⊕iyj P (β) which is undesired and also it can not be
obtained by the relativized CL syntax. The operator ⊕ is considered an open problem by Fenech [3]
and further it allows the specification of clauses with unclear meaning. In some cases, such as
in obligations, this operator can be avoided as in the following case iyjO(α) ⊕iyj O(β) using the
decomposition iyjO(α+ β) ∧iyj F (α× β).

Deontic properties in CL [10] also hold on relativized operators, because global operators are
defined over all contract parties. So global obligations can be expressed by the conjunction of the
relativized obligations on the same action for all individuals, given by O(α) ⇐⇒

∧
∀i ∈ I iO(α).

Figure 3 shows properties that are propagated to the relativized CL.

iOC(α) =⇒ iP (α)

iP (α) =⇒ ¬ iFC(α)

iOC(α) =⇒ ¬ iFC(α)

iF (α) =⇒ iF (α× β) ∀β ∈ AB

Figure 3: Properties of relativized CL

Decompositions and equivalences in CL, and consequently in our extension, play an important
role in the definition of the semantics and in the conflict detection algorithm. Figure 4 presents
decompositions that are used in the relativized CL. Equivalences are based on the relationship be-
tween the deontic and dynamic logics proposed by Meyer [7]. Such decompositions and equivalences
also follow the same derivations according to the generalization of global operators in the same way
as do the relativized properties in Figure 3.
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iOC(α) ⇐⇒ i[α]C

iFC(α) ⇐⇒ i[α]C

iOC(α× β) ⇐⇒ iOC(α) ∧ iOC(β)

iOC(α · β) ⇐⇒ iOC(α) ∧ i[α] iOC(β)

iOC(α+ β) ⇐⇒ ( iOC(α) ∧ iOC(β))⊕ iOC(α)⊕ iOC(β)

iFC(α× β) ⇐⇒ iFC(α) ∧ iFC(β)

iFC(α · β) ⇐⇒ iFC(α) ∨ i[α] iFC(β)

iFC(α+ β) ⇐⇒ iFC(α) ∧ iFC(β)

iP (α× β) ⇐⇒ iP (α) ∧ iP (β)

iP (α · β) ⇐⇒ iP (α) ∧ i[α] iP (β)

iP (α+ β) ⇐⇒ iP (α) ∧ iP (β)

i[α× β]C ⇐⇒ i[α]C ∧ i[β]C

i[α · β]C ⇐⇒ i[α] i[β]C

i[α+ β]C ⇐⇒ i[α]C ∧ i[β]C

Figure 4: Decompositions of relativized CL

3.2 Relativized Semantics for CL

In this section we extends the trace semantics, presented by Fenech [3], using the notion of rela-
tivization given by Herrestad and Krogh [5]. The extension allow us to deal with new operators
described in the relativized CL syntax. The CL trace semantics proposed by Fenech is defined by
sequences of actions, so-called traces, that are performed in a contract in such way the specified
clauses are satisfied. Information upon deontic operators are also kept along with action traces,
named by deontic traces. In our work, the action trace is composed by relativized actions that
include information about the action associated to the operator, and about individuals who perform
and receive the action.

A relativized action is defined by ar = 〈κ, χ, λ〉, where χ ∈ AB is a basic action and κ, λ ∈ I are
individuals denoting the sender and the receiver of χ, respectively. The set of relativized actions
is obtained combining basic actions and individuals of the contract, given by Ar = {I × AB × I}.
In addition, the set of concurrent relativized actions is defined by A2

r = 2Ar , where every action is
obtained by combining relativized actions that occur at the same time.

An action trace is, formally, defined by σ : N → A2
r , where σ gives the concurrent actions at

position i ∈ N on the trace. Let σ = α0, α1, . . . be a trace with αi ∈ A2
r , i ≥ 0, we get σ(i) = αi.

The length of a trace is given by |σ| and the empty trace is denoted by ε. A sub-trace is represented
by σ(i..j), starting at i and ending at position j of the trace. An infinite trace σ(i...) denotes a
sub-trace starting at position i. The concatenation of two traces σ′ and σ′′ follows the standard
definition, denoted by σ′σ′′.

The number of deontic modalities in a deontic trace increases significantly in the extended
semantics due to the relativization. The representation of such deontic modalities over actions of
a contract is given by M = { rdα | r ∈ R, d ∈ D, α ∈ AB}. Thus, a deontic trace is denoted
by σd : N → 2M, where each position of σd gives a set of representation combinations of deontic
modalities, with σd(i) ∈ 2M for all i ∈ N. Representations of 2M in deontic traces are used
to distinguish conjunctions and disjunctions between deontic modalities. Let C = iyjO(a) ∧
iyjO(b) ∧ iyjF (b) and C′ = iyjO(a + b) ∧ iyjF (b) be contracts, the deontic traces obtained
are σd = 〈{iyjOa}, {iyjOb}, {iyjFb}〉, pointing out a conflict between the operators, and σ′d =
〈{iyjOa, iyjOb}, {iyjFb}〉, where a conflict does not occur since we can choose between obligations
over a and b, which does not violate the prohibition over b. The union operation over two deontic
traces is defined by σd∪σ′d = σd(0)∪σ′d(0);σd(1)∪σ′d(1); . . . ;σd(n)∪σ′d(n) with | σd |=| σ′d |. Union
is important to represent the conjunction of clauses in a contract, as shown in line (3) of Figure 5.

Global deontic modalities impact on all individuals of a contract, and an action trace of this deon-
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tic modality must include a concurrent relativized action to represent such action being performed by
all individuals. A global modality O(α) generates an action trace σ(0) ⊆ {〈x, α, y〉 | y ∈ I,∀x ∈ I}.
Regarding a relativized modality iO(α), we get the trace σ(0) ⊆ {〈i, α, x〉 | x ∈ I}. Now, considering
a directed modality iyjO(α), we obtain σ(0) ⊆ {〈i, α, j〉 | i, j ∈ I}.

In this work we define the semantics of operators based on the satisfaction relation σ, σd |=
C, determining whether the action trace σ and the deontic trace σd satisfy the contract C. The
relativized CL trace semantics is partially presented in Figure 5, where C is a clause (or contract),
α ∈ Ar is a relativized action and i, j ∈ I are individuals. We can derive formulas comprising
composed actions using the choice, concurrency and sequence operators (See Subsection 3.1).

(1)σ, σd 6|= C if | σ | 6= | σd |
(2)σ, σd |= C if | σ |= 0 and | σd |= 0

(3)σ, σd |= C1 ∧ C2 if σ, σ′d |= C1 and σ, σ′′d |= C2 and σd = σ′d ∪ σ
′′
d

(4)σ, σd |= OC(α) if Oα ∈ σd(0) and (∀i ∈ I, ∃ϕ ∈ σ(0), x ∈ I |
ϕ = 〈i, α, x〉 and σ(1 . . . ), σd(1 . . . ) |= >) or (σ(1 . . . ), σd(1 . . . ) |= C)

(5)σ, σd |= iOC(α) if iOα ∈ σd(0) and (∃ϕ ∈ σ(0), x ∈ I | ϕ = 〈i, α, x〉
and σ(1 . . . ), σd(1 . . . ) |= >) or (σ(1 . . . ), σd(1 . . . ) |= C)

(6)σ, σd |= iyjOC(α) if iyjOα ∈ σd(0) and (∃ϕ ∈ σ(0) | ϕ = 〈i, α, j〉
and σ(1 . . . ), σd(1 . . . ) |= >) or (σ(1 . . . ), σd(1 . . . ) |= C)

(7)σ, σd |= [α]C if (∀i ∈ I, ∃ϕ ∈ σ(0), x ∈ I | ϕ = 〈i, α, x〉 and

σ(1 . . . ), σd(1 . . . ) |= C) or (∀i ∈ I, x ∈ I, @ϕ ∈ σ(0) | ϕ = 〈i, α, x〉)
(8)σ, σd |= i[α]C if (∃ϕ ∈ σ(0), x ∈ I | ϕ = 〈i, α, x〉 and

σ(1 . . . ), σd(1 . . . ) |= C) or (x ∈ I, @ϕ ∈ σ(0) | ϕ = 〈i, α, x〉)
(9)σ, σd |= iyj[α]C if (∃ϕ ∈ σ(0) | ϕ = 〈i, α, j〉 and

σ(1 . . . ), σd(1 . . . ) |= C) or (@ϕ ∈ σ(0) | ϕ = 〈i, α, j〉)

Figure 5: relativized CL semantics

The proposed modifications over the trace semantics does not change the process of computing
action traces as done by Fenech’s approach. That satisfaction relation is kept even in the presence of
extra information over individuals associated to relativized actions. The classical semantics verifies
whether an action of a deontic modality is within a specific position of an action trace, α ⊆ σ(0).
We also need to check the sender and the receiver, respectively, of the action in this new semantics
to guarantee satisfaction upon to the action and the deontic traces for the directed modality. For
instance, let σ, σd |=iyj O(α) be a formula. We need at least one relativized action in σ(0) where
the individual i performs action α to individual j, formally described by ∃ϕ ∈ σ(0) | ϕ = 〈i, α, j〉.
On the other hand, in a dynamic directed modality, σ, σd |=iyj [α]C, the deontic trace is empty and
the verification of the contract follows only the action trace.

The remaining modalities of the relativized CL are obtained based on the same intuition as
described in the definition of the CL semantics. We thus omit their representations but we remark
that they can be easily derived by the decompositions.

3.3 Automaton construction

The conflict detection process of multi-party contracts based on relativized CL needs to construct
the automaton that represents traces being satisfied on the contract. The proposed algorithm hereby
is based on Fenech’s technique [3] with proper adaptations. This new algorithm takes into account
the new deontic operators and considers new criteria to detect conflicts.

An automaton A for the contract C is then defined by A(C) = 〈S,A2
r ,M, I, s0, T, V, l, δ〉, where

S is the set of states, A2
r is the set of concurrent relativized actions, M is the set of deontic labels,

I is the set of individuals, s0 is the initial state, T ⊆ S ×A2
r × S is the labeled transition relation,

V is the violation state, l : S → C is a labeling function of states with contract decompositions,
and δ : S → 2M is a labeling function of states with deontic information from the decompositions.

UEL-DC-15-01 6



A sequence of concurrent relativized actions in A2
r , which defines an action trace, is a string of the

accepted language by the generated automaton.
Algorithm 1 describes the construction based on the definition of function f : C ×A2

r → C. This
function takes a contract and a set of relativized actions, and gives back a decomposition according
to the execution of such actions. The set of concurrent actions, previously defined by Fenech, is
now replaced by the set of concurrent relativized actions and the modified action trace. Figure 6
illustrates the application of f over relativized deontic operators of obligation and over relativized
dynamic operators, where ϕ ∈ A2

r is a relativized action. Note that the complete definition of f
also considers the deontic operators of prohibition and permission as well as the composed actions
of dynamic operators according to the syntax and the decomposition rules given in Section 3.1.

Algorithm 1: Contract automaton construction
input : State s ∈ S of A(C)
output: Automaton A(C)
begin

if searchConflicts (s) then
conflict found in state s;

else if l(s) = > then
T ← T ∪ (s,>, s);

else if l(s) = ⊥ then
V ← s;
T ← T ∪ (V,⊥, V );

else
for α ∈ A2

r do
C′ ← f(l(s), α);
if ∃s′ ∈ S | l(s′) = C′ then

T ← T ∪ (s, α, s′);
else

S ← S ∪ s′;
l(s′)← C′;
T ← T ∪ (s, α, s′);
δ(s′)← fd(C′);
constructAutomaton (s′);

end

end

end
return A(C);

end

(1)f(OC(α), ϕ) =

{
> if ∀i ∈ I, ∃ar ∈ ϕ | ar = 〈i, α, x〉, with x ∈ I
C otherwise

(2)f(iOC(α), ϕ) =

{
> if ∃ar ∈ ϕ | ar = 〈i, α, x〉, with i, x ∈ I
C otherwise

(3)f(iyjOC(α), ϕ) =

{
> if ∃ar ∈ ϕ | ar = 〈i, α, j〉, with i, j ∈ I
C otherwise

(4)f([α]C, ϕ) =

{
C if ∀i ∈ I, ∃ar ∈ ϕ | ar = 〈i, α, x〉, with x ∈ I
> otherwise

(5)f(i[α]C, ϕ) =

{
C if ∃ar ∈ ϕ | ar = 〈i, α, x〉, with i, x ∈ I
> otherwise

(6)f(iyj [α]C, ϕ) =

{
C if ∃ar ∈ ϕ | ar = 〈i, α, j〉, with i, j ∈ I
> otherwise

Figure 6: Function f

We remark that the former definition of f just dealt with global operators and basic actions.
Now this function comprises not only the conventional behavior as shown in line (1) of Figure 6, but
also the new treatment in a presence of a directed obligation as illustrated by line (3) of Figure 6.
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Given the parameters iyjOC(α) and ϕ to function f , a contract and a set of relativized actions,
respectively, if an action 〈i, α, j〉 takes place in ϕ, then the obligation is satisfied and f returns
a satisfied contract >. Otherwise, a penalty contract C is fired. Again this behavior can not be
captured by Fenech’s approach.

Algorithm 1 also defines an auxiliary function for deontic labeling, given by fd : C → 2M. Every
state of the automaton is labeled with its respective deontic information described in the deontic
trace σd from the decomposed contract. The deontic labeling function has also been redefined to
appropriately capture the behavior of new relativized and directed operators. The redefinition of fd
is partially shown in Figure 7. This function takes a contract with deontic operators and returns a
subset of 2M, providing the deontic operators and their respective actions related to the decomposed
contract in a specific state. The function fd gives back the empty set if the contract is composed
only by dynamic operators, without any deontic information. We remark again that those previously
decompositions can be applied to completely define fd. The deontic information obtained from fd
is then associated to the state where the contract was decomposed applying the function δ. Note
that the labeled deontic information associated to a state is used by Algorithm 2 when checking for
conflict situations on a contract. We describe the detection process in next subsection.

(1) fd(C1 ∧ C2) = {fd(C1)} ∪ {fd(C2)}
(2) fd(iyjO(α)) = {iyjOα}
(3) fd(iyjO(α · β)) = fd(iyjO(α) ∧ iyj [α] iyjO(β))

(4) fd(iyjO(α+ β)) = fd(iyjO(α)) ∪ fd(iyjO(β))

(5) fd(iyjO(α× β)) = {fd(iyjO(α))} ∪ {fd(iyjO(β))}
(6) fd(iyjF (α)) = {iyjFα}
(7) fd(iyjP (α)) = {iyjPα}
(8) fd(iyj [α]C) = ∅

Figure 7: Function fd

3.4 Conflict detection

Conflicts in a contract are, in general, characterized by the impossibility of simultaneously satisfying
its clauses. A mechanism for detecting conflicts specified by the relativized CL, first, generates an
automaton that represents a contract using Algorithm 1 (See Subsection 3.3). In this work we
describe a detection approach also based on Fenech [3]. In that work an algorithm was proposed for
the classical CL, not taking into account relativizations. Thus, the modified algorithm comprises the
treatment of new conflict interpretations, where the relativization of deontic operators may happen
in the contract. Possible sceneries of conflicts treated by the algorithm are characterized by the
occurrence of:

1. deontic operators of obligation and prohibition on the same action;

2. deontic operators of prohibition and permission on the same action;

3. deontic obligation operators on pre-defined conflicting actions;

4. deontic operators of permission and obligation on pre-defined conflicting actions.

The classical algorithm has been modified to evaluate relativized deontic operators on a same
action. In the prior approach a conflict is characterized when deontic operators occur with the same
action. However, a conflict is not characterized if relativized deontic operators are associated to the
same action and they are performed by distinct individuals. Let iO(α)∧ jF (α) be a contract where
action α is obliged and prohibited, simultaneously, but with distinct individuals associated to the
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operators. In this case a violation does not occur and the contract can be satisfied. Similarly, an
action performed under permission and prohibition operators at the same time, but fired by distinct
individuals, does not characterize a conflict.

Note that the global deontic operator, which represents an obligation over all individuals of a
contract, is always in conflict with relativized prohibition operators. A conflict can be characterized
when a global obligation and a relativized prohibition associated to the same action are present in
a conjunction. This scenery is shown by O(α) ∧ iF (α), and it is also represented by the equivalent
form ∀x ∈ I, xOC(α) ∧ iF (α). Similarly, a conflict is found between permission and prohibition
operators with the same action, when at least one of the modalities is global.

The detection mechanism for pre-defined actions also works differently from the classical ap-
proach [3] in a presence of relativizations. In Fenech’s work conflicts between actions are defined by
the relation # ⊆ AB × AB, where α#β denotes that actions α and β can not be performed con-
currently. Now regarding relativizations and, consequently, the identification of individuals when
performing actions, the conflict relation is changed to # ⊆ Ar×Ar. So, a conflict between relativized
actions can now be represented.

Considering pre-defined conflicting actions, a conflict is, in fact, characterized if these actions
are performed by the same individual specified in a relativization. The conflict relation can be
defined by two forms to prevent both actions being performed by a single individual: the global
conflict relation, when conflicting actions can not be performed concurrently whatever be the senders;
and the relativized conflict relation, when conflicting actions can not be performed by the same
individual.

The global conflict relation is denoted by #g ⊆ AB × AB and the interpretation has the same
meaning as in the original relation for CL. The global conflict relation between actions α#g β,
with α, β ∈ AB, denotes that these actions can not occur simultaneously whatever be the senders.
An equivalent form of the global conflict relation is given by ∀i, j ∈ I, 〈i, α, x〉#〈j, β, y〉, for some
x, y ∈ I.

On the other hand, the relativized conflict relation is defined when actions are performed by
distinct individuals and, in this case, a conflict is not characterized. The relativized conflict relation
between actions is denoted by #r ⊆ AB × AB. A relativized conflict relation between actions
α, β ∈ AB, α#r β, denotes that such actions can not occur simultaneously when performed by
the same individual. An equivalent form is given by α#r β ⇐⇒ ∀i ∈ I, 〈i, α, x〉#〈i, β, y〉 with
x, y ∈ I.

Now the detection algorithm is able to finding conflicts of deontic operators associated to a
same action or to distinct actions specified in a conflict relation, based on the defined sceneries.
Algorithm 2 describes the conflict detection on the automaton A(C) given a state s ∈ S and a
deontic information obtained by δ(s). For every set of deontic labels D ∈ δ(s), a state s has a
conflict between operators if there exists an element d ∈ D which is in conflict to an element d′ of
D′ ∈ δ(s)−D.

Algorithm 2: Conflict detection in relativized CL
input : A state s of A(C)
output: A conflict
begin

for D ∈ δ(s) do
for D′ ∈ (δ(s)− {D}) do

if ∃d ∈ D | f#(d) ∩ D′ 6= ∅ then
return Conflict between d and f#(d) ∩ D′;

end

end

end
return no conflict detected;

end

The set of conflicting deontic operators with respect to another operator is obtained by the
function f# :M→ 2M. So given a deontic operator d, f# returns operators that are in conflict to
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d. For each d ∈ D, the algorithm searches for an element of D′ in the set of operators obtained by
f#(d). The evaluation results of f# are given in Figure 8, where R = {g, i, iyj} are the sort of
relativizations, α ∈ AB is a basic action and i, j, x, y ∈ I are individuals of the contract.

(1)f#(Oα) = {rFα ∈M | r ∈ R,∀x, y ∈ I with i = x, j = y}
∪ {rdβ ∈M | r ∈ R, d ∈ {O,P},∀(α, β) ∈ (#g ∪#r) with

β ∈ AB, ∀x, y ∈ I with i = x, j = y}
(2)f#(Pα) = {rFα ∈M | r ∈ R, ∀x, y ∈ I with i = x, j = y}
∪ {rOβ ∈M | r ∈ R, ∀(α, β) ∈ (#g ∪#r), with β ∈ AB,
∀x, y ∈ I with i = x, j = y}

(3)f#(Fα) = {rdα ∈M | r ∈ R, d ∈ {O,P},∀x, y ∈ I with i = x, j = y}
(4)f#(xOα) = {rFα ∈M | r ∈ R,∀y ∈ I with i = x, j = y}
∪ {rdβ ∈M | r ∈ R, d ∈ {O,P}, ∀(α, β) ∈ #g with β ∈ AB,
∀x, y ∈ I with i = x, j = y} ∪ {rdβ ∈M | r ∈ R, d ∈ {O,P},
∀(α, β) ∈ #r with β ∈ AB, ∀y ∈ I with j = y}

(5)f#(xPα) = {rFα ∈M | r ∈ R, ∀y ∈ I with i = x, j = y}
∪ {rOβ ∈M | r ∈ R, ∀(α, β) ∈ #g with β ∈ AB, ∀x, y ∈ I
with i = x, j = y} ∪ {rOβ ∈M | r ∈ R,∀(α, β) ∈ #r with

β ∈ AB, ∀y ∈ I with j = y}
(6)f#(xFα) = {rdα ∈M | r ∈ R, d ∈ {O,P}, ∀y ∈ I with i = x, j = y}
(7)f#(xyyOα) = {rFα ∈M | r ∈ R, with i = x, j = y}
∪ {rdβ ∈M | r ∈ R, d ∈ {O,P},∀(α, β) ∈ #g with β ∈ AB,
∀x, y ∈ I with i = x, j = y} ∪ {rdβ ∈M | r ∈ R, d ∈ {O,P},
∀(α, β) ∈ #r with β ∈ AB, ∀y ∈ I with j = y}

(8)f#(xyyPα) = {rFα ∈M | r ∈ R, with i = x, j = y}
∪ {rOβ ∈M | r ∈ R, ∀(α, β) ∈ #g with β ∈ AB, ∀y ∈ I
with i = x, j = y} ∪ {rOβ ∈M | r ∈ R,∀(α, β) ∈ #r with

β ∈ AB, ∀y ∈ I with j = y}
(9)f#(xyyFα) = {rdα ∈M | r ∈ R, d ∈ {O,P}, with i = x, j = y}

Figure 8: Conflicts evaluation by function

We illustrate the conflict evaluation over a relativized obligation operator xyyOα, as described
in line (7) of Figure 8. The set of conflicting operators with xyyOα is given by the union of three
subsets of M:

• Operators associated to a same action, {rFα ∈ M | r ∈ R, with i = x, j = y}, that result all
prohibitions of α, performed by x and received by y.

• Operators associated to actions that are globally in conflict to α, {rdβ ∈ M | r ∈ R, d ∈
{O,P}, ∀(α, β) ∈ #g,∀x, y ∈ I with i = x, j = y}, that result all obligations and permissions
related to an action β for every pair (α, β) of a global conflict relation.

• Operators associated to actions that are in conflict to α in a relativization, {rdβ ∈ M | r ∈
R, d ∈ {O,P},∀(α, β) ∈ #r,∀y ∈ I with j = y}, that result all obligations and permissions
related to an action β for all pairs (α, β) in a relativized conflict relation, where x is the sender.

4 An example

This section describes a practical application of the proposed method for a simple multi-party
contract C given by the formula iy j[a] jyiO(b) ∧ jyi[b] jyiF (b), where i, j ∈ I and a, b ∈ AB.
The set of relativized actions of the contract is defined by Ar = {(i, a, j), (i, b, j), (j, a, i), (j, b, i),
(i, a, i), (i, b, i), (j, a, j), (j, b, j)}. Note that the set Ar represents all possible relativizations between
the contract’s actions. However, several actions may not reflect on a consistent behavior of a real
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world contract, such as (i, a, i) that means the same individual performs and receives an action.
Such behaviors are rarely found in real contracts which allows us to quite reduce the number of
relativized actions in the example. Hence, the set of valid actions is comprised by actions where the
sender and the receiver are distinct. The set of relativized concurrent actions A2

r is obtained from
the set of relativized actions presented in Table 1.

Code Concurrent relativized actions
1 (i, a, j)
2 (i, b, j)
3 (j, a, i)
4 (j, b, i)
5 (i, a, j)× (i, b, j)
6 (i, a, j)× (j, a, i)
7 (i, a, j)× (j, b, i)
8 (i, b, j)× (j, a, i)
9 (i, b, j)× (j, b, i)
10 (j, a, i)× (j, b, i)
11 (i, a, j)× (i, b, j)× (j, a, i)
12 (i, a, j)× (i, b, j)× (j, b, i)
13 (i, a, j)× (j, a, i)× (j, b, i)
14 (i, b, j)× (j, a, i)× (j, b, i)
15 (i, a, j)× (i, b, j)× (j, a, i)× (j, b, i)

Table 1: Concurrent relativized actions

Next, Algorithm 1 constructs the automaton that represents the contract C. The resulting
automaton A(C) is illustrated in Figure 9. Initially, the whole contract is present in the initial state
s0 given by l(s0) = iy j[a] jyiO(b) ∧ jyi[b] jyiF (b). Then all relativized actions described in
Table 1 are evaluated at s0 using the decomposition function f(C, α). The evaluation produces as
from subcontracts, associated to states, s1, s2, s3 and s4, respectively:

l(s1) = jyiO(b), with α ∈ {1, 5, 6, 11};
l(s2) = jyiF (b), with α ∈ {4, 9, 10, 14};
l(s3) = jyiO(b) ∧ jyiF (b), with α ∈ {7, 12, 14, 15};
l(s4) = >, with α ∈ {2, 3, 8}.

Notice that any action between 2, 3 and 8 being executed may satisfy the contract since none
of the dynamic operators is fired in order to satisfy the contract at state s4. A set of deontic
labels generated by function fd is obtained for every state, s1, s2 and s3, that are created based on
decompositions of the contract. Function δ uses these labels in the conflict detection process.

State s1 represents the subcontract obtained from the decomposition of s0. Algorithm 2, then,
checks the state s1. State s1 has deontic operators obtained by applying δ(s1) = {{jyiOb}}. The
verification process then stops since jyiOb is the unique deontic operator in s1, and no conflict is
found.

In sequel, state s1 is decomposed in the following subcontracts:

l(s4) = >, with α ∈ {4, 7, 9, 10, 12, 13, 14, 15};
l(s5) = ⊥, with α ∈ {4, 9, 10, 14}.

The algorithm also stops on checking states s4 and s5 since there is no decomposition from them
and no conflict is found. Similarly, states s1 and s2 are verified and no conflict is detected. State s2

is, then, decomposed in the following subcontracts:

l(s4) = > with α ∈ {1, 5, 6, 7, 11, 12, 13, 15};
l(s5) = ⊥ with α ∈ {2, 3, 4, 8, 9, 10, 14}.

State s5 represents a violation in both decompositions, and it is labeled by ⊥ which indicates that
the decomposed subcontract is not satisfied by performing the respective action.
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By contrast, the algorithm detects a conflict in state s3. Thus the automaton construction stops
and s3 is labeled as a conflict state. The conflict is detected by Algorithm 2 applying the following
steps:

1. the deontic operators in s3 are obtained by δ(s3) = {{jyiOb}, {jyiFb}};

2. for each element D ∈ δ(s3), where D = { jyiOb}, is checked whether a conflict exists with
another element D′ ∈ δ(s3)−D;

3. the set of conflicting operators with d is obtained for each element d ∈ D by applying f#. If
d = jyiOb the conflict is represented by operators f#(d) = {jyiFb, jFb, Fb}.

4. When checking whether d is in conflict with another element of δ(s3), we get f#( jyiOb)∩D′ =
jyiFb since D′ = { jyiFb}, and thus we reach a conflict between jyiOb e jyiFb.

s0

iyj [a] jyiO(b) ∧ jyi[b] jyiF (b)

s1
jyiO(b)

s2

jyiF (b)

s3

jyiO(b) ∧ jyiF (b)

s4

SAT
s5

V

1,5,6,11

4,9,10,14

7,12,14,15

2,3,8

4,7,9,10,12,13,14,15

1,2,3,5,6,8,11

1,5,6,7,11,12,13,15

2,3,4,8,9,10,14

Figure 9: The contract automaton

Note that the detection algorithm evaluates every state obtained by the construction algo-
rithm and searches for conflict sceneries on contract’s decompositions. A conflict between the
relativized obligation and prohibition is found by decomposing the state s3, where we have the
contract jyiO(b) ∧ jyiF (b). Consequently, the algorithm stops and declares that this contract has
a conflict, labeling s3 as a conflict state.

Observe a distinct situation between states s3 and s5. In the former a conflict is detected among
operators of the contract. In the later a violation state is pointed out since there is an action
that violates the contract if it is performed. Also note that under the automaton construction,
all transitions starting at a conflicting state lead to a violation state, due to the impossibility of
satisfying a contract from a conflict state.

5 Conclusion

This work presented an approach to deal with multi-party contracts, where the identification of
individuals becomes extremely important within the business rules. Our approach is comprised by
a mechanism for detecting conflicts in multi-party contracts. The strategy is based on the extension
of two important aspects in the verification process: representation of multi-party contracts; and
conflict detection process of contracts of this nature.
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The proposed model to represent multi-party contracts, named relativized CL, is derived from
the CL, proposed by Prisacariu [10], adopting the concepts of relativization proposed by Herrestad
and Krogh [5]. The process of detection was adapted from Fenech’s approach [3]. This adaptation
incorporates the evaluation of conflicts that occur upon relativized deontic and dynamic operators
by the new algorithm. A simple example was presented to illustrate our approach.

For future work, we aim to implement the new technique to automatically verify multi-party
contracts. We also aim to apply the new approach in a real contract, such as contracts of vehi-
cle’s insurance [12]. Future studies may also explore the combinatorial explosion problem when
representing contracts in the new approach.
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